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Note

If a VPN is required to connect to your CodeHunter instance, ensure it's running before
trying to log in. Contact your administrator for more information.

To login to your CodeHunter account, follow the steps below.
1. Type in the URL to your CodeHunter account in a browser.

2. On the login page, enter your Username and Password. Then, click Log In.

Wy CODEHUNTER

Welcome Back!

Username

( jd@company.com

Password

Multi-Tenant Forgot password?

Privacy Policy

If you are not on a Multi-Tenant, click to change to Single Tenant, then enter the
Tenant name.
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Wy CODEHUNTER

Welcome Back!

Username

jd@company.com

Password

Single-Tenant Forgot password?

Tenant

Enter Tenant ‘

Privacy Policy

When you are done, click Log In.

Forgot Password

If you are have trouble logging or have forgotten your password, follow these steps.

1. At the login page, click Forgot Password?



Wy CODEHUNTER

Welcome Back!

‘ Username (email) or password is wrong.

Username

dolores.bernal@codehunter.com

Password

D

Multi-Tenant Forgot password?

2. Next, provide your login email, then click Reset Password.

W/ CODEHUNTER

Forgot Password?

Enter your email address below for
reset password instructions.

An email will be sent to your account to create a new password.

Previous Next

Contacting Support User Profile Settings



User Profile Settings
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You can add or modify you account's profile at any time. To do this, follow the steps

below.

1. Click your avatar on the top right corner of the page.

@ Qa . User0099
Char Ken
2 Edit

About

Critical Fi
User Management

s Injection:|  Log Out

2. Next, click Edit.

Char Ken
2 Edit

User Management

3. In the dialog window, add or modify your First Name and Last Name. When you are

done, click Save.
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Personal Info

_ First Name *

: Char

|
Cancel |f| Save

Your first and last name will now be visible on your avatar.

Changing Your Profile Photo

1. To change your profile photo, go to your user avatar and click on the photo icon.

2. Next, choose an image from our CodeHunter Library, or use one from your device by
clicking Upload picture.



Change your profile picture

. & Upload picture H E3 Library
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SentinelOne
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You need admin privileges to configure integrations.

CodeHunter and SentinelOne have partnered to provide native integration between the
two applications.

You can automate the sending and receiving of security telemetry through this
integration. The benefit is that when an incident is “Malicious” or “Suspicious” in the Al
confidence status, the integration will automate the sending of those incidents to
CodeHunter for further analysis.

When the file analysis results are ready, they will be appended to the Notes field of the
incident and the SentinelOne console will display a notification for this.

To start the configuration process with SentinelOne, follow the steps below.

Retrieve Your SentinelOne Base URL

You will need to retrieve your SentinelOne Base URL is in order to successfully configure
this integration.

a. Log in to your SentinelOne account. Once logged in, look for a Settings or Account
section in the console.

b. Within the Settings or Account section, search for a category related to APl or
integrations. This is where you may find information about accessing SentinelOne
services programmatically.

c. Look for the base URL or APl endpoint information. This might be labeled as API URL,
Integration URL, or something similar.

The base URL is the starting point for constructing APl requests. It usually includes the
protocol (https://) and the domain or IP address.

d. Once you've located the base URL, copy it to your clipboard.
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The base URL could be formatted like this: https://<host>.sentinelone.net

Generate API Token

Next, you will need to generate the API token. This token will be used to set up the
integration with CodeHunter.

1. Log in to your SentinelOne management console and navigate to Settings.
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2. Click Users.

[>) / Affirmlogic singulority Marketplace

) SETTINGS CONFIGURAT NOTIFICATIONS USERS NTEGRATIONS POLICY OVERRIDE ACCOUNT TE OCATIONS

3. Click Service Users in the left panel.



SETTINGS CONFIGURATION  NOTIFICATIONS  USERS  INTEGR

Console Users
Service Users

[ ] Name 1? : | Description

Roles

(]  CodeHunterAPI CodeHunter

4. Click Actions, then Create New Service User from the drop-down menu.

SETTINGS CONFIGURATION NOTIFICATIONS USERS INTEGRATIONS P

Console Users
Actions PN ‘ No Items Selected

Service Users

O Create New Service User § yascrintion
Roles

| ~odeHunter API integration

5. Type CodeHunterAPl in the Name field of the Create New Service User dialog box.
Also, provide a Description such as CodeHunterAPI Integration. Finally, set the
Expiration Date to 1 Year.

Click Next when you are done.



Create New Service User
e ——= |

Name *

CodeHunterAPI

@ Name of Service User cannot be edited after creation

Description

CodeHunter APl integration

Expiration Date *
1 Year v

Nov 06, 2024 11:25:42

@ SentinelOne does not recommend exceeding a 1-month expiration duration as it undermines security.

6. Select Account as the access level, then select the parent site, Affirmlogic.

X
Select Scope of Access
Set the Scope of Access manually or Copy The Scope From A Different User
Access Level
Account Site
Q
1 /1 Account selected All Accounts v Clear Selection
Affirmlogic Viewer v

7. Set the role to IR Team from the drop-down menu.



Select Scope of Access

Set the Scope of Access manually or Copy The Scope From A Different User

Access Level

W | ok

Account Site
1 / 1 Account selected All Accounts ¥ Clear Selection
—_—n
Affirmlogic IR Team &
Q  Search...

Admin
C-Level
IR Team

B —

8. Click Create User.



Select Scope of Access

Set the Scope of Access manually or Copy The Scope From A Different User

Access Leve
Account Site
Q
1 / 1 Account selected All Accounts ¥ Clear Selection
Affirmlogic IR Team &
Q  Search...
Admin
C-Level
IR Team

9. Save and copy the APl Token information.

API Token for CodeHunterAPI

(@ This is the last time you can see this token.

API Token:

hxs - d9nCGVSIULSdXk™ ™= (nICRE7I9HIPIHT
VagKkps8tm -

This API token will expire in 366 days, on Nov 6, 2024 11:25

! Copy APl Token

10. Next, log in to CodeHunter and navigate to Integrations.

11. Click Create New in the SentinelOne tile.



Integrations

’ API Connector @ S3 Connector @ SentinelOne ety Splunk

12. In the dialog box, provide a Connector name (e.g., SentionelOne Integration)

13. Next, paste the Base URL from Step 1 and APl Token from Step 2 in the
corresponding fields. Click Authorize Token when done.

New SentinelOne Connector

CodeHunter-SentinelOne

https://<host>.sentinelone.net

API Token

SentinelOne Incident_type are viewable on the Dashboard tab.
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FAQs

Q. Will the customer be notified if the token expires?
Answer: An email will be sent to the admin user prior to the 12 month expiration date.

Q. How does the analysis results work in the S1 console?
Answer: The CH results will be displayed in the Notes section of the incident.

Q. In the scenario that a customer has other incidents outside of SentinelOne do those
ones need to be moved into S1 to be provided to CH?
Answer: Not necessarily. The manual upload action can be used.

Q. If a customer is not receiving the CH analysis results in the notes section of the
incident will there be a link to the CH UI?

Answer: Yes, there is a link to the file that will navigate to CodeHunter application. The
URL resolves to the dashboard page — file. Example URL:
(https://mycodehunter.io/dashboard/sample/86e0eac8c5ce70c4b839ef18af5231b5f92e2
92b81e440193cdbdc7ed108049f)
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What's New

User Management

e Online Status

You now have the ability to view the status of users, indicating whether they are
currently online or offline. Users who are online will be marked with a green dot next to

their name.

Wy CODEHUNTER
User Management Add User

88 Dashboard A

3 Integrations - = —
| Search User Name and Email Q) ( Filters = )

Status Name Email Address Access Level Account State Actions
® Charlotte Fuji @gmail.com Viewer v | Enabled
® \ELERZV] notnullOS@gmail.com Viewer v H Enabled

Char Ken Bl B '@codehunter.com Enabled

@codehunter.com a @) Enabled

e Search Users

Explore a new feature that allows you to effortlessly search for users. Now, you can
search for users using their usernames or email addresses.
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Wy CODEHUNTER

88 Dashboard

User Management Add User

CE

83 Integrations

( Search User Name and Email Q)| Filters = )

STatusHES Name Email Address £ Access Level Account State Actions

® Charlotte Fuiji i@gmail.com Viewer v [ § Enabled

\ELENV]] notnull05@gmail.com Viewer v [ Enabled

Char Ken Bl B @codehunter.com Enabled

Pcodehunter.com A @ Enabled

e Sort Users

You can now sort users by clicking the arrow next to Status on the User
Management table.

Wy CODEHUNTER

98 Dashboard

User Management

Team

3 Integrations —
Search User Name and Email ) ( Filters = )

Statug Name Email Address Access Level
® Charlotte Fuiji @gmail.com Viewer v

® \ELERI notnull0O5@gmail.com Viewer v

H B (@codehunter.com

- e

SentinelOne Connector

We eliminated the guesswork when configuring your new SentinelOne connector by
introducing real-time validation. Whenever you attempt to create a new SentinelOne
connector, error messages will prompt if the correct base URL and/or token are not
used.



New SentinelOne Connector

CH-Connector

http://ch-test.sentinelone.com

Enhancements

Malware Analysis

Enhancements have been made to the data in dynamic analysis results. Now, expect to
see more actionable information to enhance the efficiency and effectiveness of your
analyst work.

Dynamic Analysis
Dynamic Results

Raw data

Bug Fixes

« Fixed a bug that prevented the analysis of Suspicious files on SentinelOne.

» Fixed an unexpected application error on the dashboard after trying to add a user already

existing in the system.

« Fixed an issue that prevented all files in a folder from being ingested by the platform.



e Resolved an issue where the 'Back to Dashboard' link would disappear from the top of the
page after users accessed a scanned file page for the second time.

» Fixed general displaying issues across the platform.
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What's New

Risk Reports

e You can now generate risk reports for Unknown and Known Bad files. These reports
provide an early indication of potential security incidents or vulnerabilities in a system. To

learn more about how to generate risk reports, click here.

« We enhanced navigation for accessing generated risk reports. Now, when you click to view

analysis results/details, you will see two tabs at the top of the page: Analysis Details and
Risk Report.

« In addition, the Risk Reports page has undergone a comprehensive redesign, enhancing its

functionality to deliver crucial and streamlined information.


https://codehunter.document360.io/docs/generating-reports
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<« & Back to Dashboard ® 29 @ Char Ken

W/ CODEHUNTER

98 Dashboard

Analysis Details Risk Report Y, Download PDF

concrt140.dll

Critical
3 Integrations
Executive Summary 0
The analyzed sample exhibits a variety of behaviors indicative of malicious activity, commonly associated
with malware. The sample engages in advanced techniques such as using PowerShell scripts, memory
manipulation through allocation and protection constant changes, and process manipulation including
process hollowing. Additionally, it shows capabilities of interacting with file systems and DLLs,...

Vie

Medium

Potential Harm

The analyzed sample exhibits several behaviors indicative of potential malicious intent which could lead to
serious harm within a system or network. Specifically, the ability to use PowerShell script block logging to
evade detection implies a level of sophistication in avoiding security measures. Memory allocation and

manipulation through functions such as 'VirtualAlloc()' and C Runtime libraries ... Keyllacticsiindilechniques

Tactics

Indicators Of Compromise Show More v ‘ Execution v H Defense Ev... v ‘

Indicators of Compromise (IOCs) are specific pieces of evidence or information that serve as signs of [/
potential malicious activities or security breaches within a computer network or system. ‘ Credential ... v ‘ ‘ Discovery

@ PowerShell Script Block Logging: Q VirtualAlloc/VirtualAllocEx Usage: ‘ Persistence v ‘ |
Monitor for unexpected PowerShell script Monitor API calls for 'VirtualAlloc()' and

execution. 'VirtualAllocEx()' using tools like Process Monitor Remediation Steps
or APl hooking.

Enable Script Block Logging through Group Policy

Analysis Details

« We also redesigned the Analysis Details page, featuring a more logical organization of
information related to the scanned file. This includes an improved display of hashes and a

refined presentation of severity levels for functions identified within the file's code.

o Additionally, within the Identified Behaviors section, we've introduced a Search Behavior
Name filter. This feature empowers you to effortlessly locate specific behaviors by

utilizing keywords for a more refined and targeted experience.



&, Download PDF

concrt140.dlil

85 Dashboard

Date Scanned Trusted Source Validated File Size Scan Duration

83 Integrations 03/05/2024 10:28 am 0/70 329.88 KB 4m 265 429ms

268451f999090a7983bealaad599
c81 7364 122fal 182l
SHA256:  2a14751da6786df4c13e0db2c5b13 MD5:  9e3¢892eb119320485{017e9d65a01c3 SHAT: zgtzde::: 64cd0d9d122fa1a801820
d41636f =

Critical Medium

0

Identified Behaviors

Detailed analysis mapped the following behaviors, uncovering possible interactions, modifications and execution pathways.

\ | Search Behavior Name Q

Filter by: All Critical Medium Lov >

File Access: Data Source
(File Manipulation)

File Access: Data Source (File Manipulation)

Evasion: Process Injection
(Virtual Memory Allocation) This sample modifies files via the file pointer or may modify a file descriptor directly.

Defense Evasion/Privilege Core Engine

Upload File D | Escalation: Concurrency
Operations (Threads) [ File_Flush

Enhancements

« We've implemented a new feature that allows you to easily identify clickable elements in

the user interface. Now, links are visually enhanced by appearing underlined for improved

visibility and user interaction.

Q Char Ken 4
V Organization:

About

User Management

Bug Fixes

» Resolved Issue: Files loaded for analysis now correctly appear on the dashboard page of a

new tenant.



Resolved Issue: The 'Contact Support' link now correctly directs users to the appropriate

support page, eliminating the redirection to the reset password page.

Resolved Issue: Improved Ul Responsiveness - Dashboard scaling no longer masks report

items, ensuring a seamless and unobstructed user experience.

Resolved Issue: The executive report summary no longer experiences truncation at the first

. symbol, ensuring comprehensive and accurate summaries.
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What's New

Analysis Details Section

e You can now sort file analysis code functions under Identified Behaviors by criticality.
With this new filter, analysts can streamline their analysis process, focusing their attention

on the most important aspects of the malware first.

« & Back to Dashboard
Wy CODEHUNTER

85 Dashboard

Analysis Details Risk Assessment

d1fa49908480e6cc8369f5802ba0eOcc7ad3cd3fc55eefde91dd78a6e35%

83 Integrations

Date Scanned Trusted Source Validated
03/19/2024 1:19 pm N/A

File Size

38/73 450.5 KB

d1fa49908480e6cc8369f5802b
3c19f 3 2 2dd6S,
SHA256: a0e0cc7ad3cd3fc55eefdedldd MDS JRcaeS2CbecaiCesceiooas 2 SHAp: 08269692b5c2dd6
296 818ff597bd7b
78a6e3556de3

Critical Medium

Identified Behaviors

Detailed analysis mapped the following behaviors, uncovering possible interacty fhodifications and execution pathways.

Search Behavior Name Q) (% Criticality (3) &

CRITICAL thework
Debugger Detection: Guard

Critical
T ritica ‘

MEDIUM

A sandbox process
\ memory dump matched a Critical
Upload File D ‘ known malware signature

Low

Techniques

Debugger Detection: ‘

‘ Shared Modules
Checks for Debugger \

Integrations

o We are excited to announce the release of our seamless Integration with Splunk, a leading platform for

operational intelligence. This integration marks a significant milestone in our commitment to providing

users with powerful tools for data analysis and insights.
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’ API Connector @ S3 Connector @

-
83 Integrations

Splunk Integration

Analysis Summary Section

« Now, you can visualize child files in a hierarchical tree format when unarchiving zip files
for analysis. This provides you and your team with a clear and organized representation of
the file structure within the zip file. This capability enables users to quickly locate and

focus on relevant files.

Analysis Results

Scanned Files ¥ Trusted Source o Child Files Results Status o

userbuffer.exe

Update_65e15a29e5373.exe

iti_child.zig @ Unarchivir

npp.8.6.2 Installer.x64.zip @ Unarchivir
npp.8.6.2.Installer. x64 exe 52 ® Initial
test_child_zips.zip @ Unarchivir

@ Unarchivie

Reports

« Industry-specific reports are now available when generating a report from file analysis
results. These reports will provide you with tailored insights relevant to your respective
sector and help you gain a deeper understanding of how file analysis findings relate to

your specific business domain.



Select Industry

Select specific industry for compliancy standarts results.

Select Industry

¢ Healthcare
Finance
Software

\ Manufacturing And Utils

e You can now generate a Risk Assessment executive report for analyzing known-good files
signed by trusted sources. These reports offer comprehensive insights into the security

posture and integrity of files with established trustworthiness.

&, Download PDF

, parsing the PE header, and detecting the number of processors - all of which suggest potential information stealing or

Low
EH 4

systems. It is CodeHunter’s responsibility to make you awarsthat critical findings could be used with malicious intent by third-party
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