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scoutPRIME - Workflow: Creating Your
First Collection

Steps for creating a new collection
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< Updated over a week ago

To get you started with using scoutPRIME this workflow example will take you
from creating a Workspace, to adding and saving your first Collection. Let's

go!

1. To create a new workspace, click on the + sign on the very top navigation

bar, next to the current workspace's name.
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2. Next, give your workspace a unique Name and a Description. When

you're are finished, click Create.
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Create Workspace

Name *

Acme Industries Partners

Description

Partners of Acme Industries. |

Great! You've created a new workspace - a clean environment where you
can start running queries, analyzing elements, and adding or creating
collections.

3. Now, we'll create a collection from search, so the first thing you need to do
is run a query on an entity that's in your supply chain or is a third-party

vendor.

For this example, let's look into a transportation company called "Mertz,"
which moves goods for Acme Industries.

With All pre-selected for us in Search, type in the name of the transportation

company.
Al v | Mertz aQa A2
SUGGESTIONS I
jeff mertz I
IEZEN  chris mertz

OWNER
ethan schmertzler 2l
michellemertzhomes.com

OWNER

IEEM  passeur & mertz llc-071207170753 i

| g | mertz construction inc-091016110312

NOTE: scoutPRIME will make suggestions for your search query. If the exact
entity name is not listed you can ignore the suggestions and just press Enter
or click on the looking glass to continue with your search.

4. Search results will populate on the next page. You can scroll up or down
the page until you find the entity you are looking for.
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Collections 103.131.60.80 - IPv4.

Country: India
Countries v Owners: inferno, asi
pvt.td,

TIC Score: 64

»0

Associated to Hash

[) 103.148.171.0/24- CIDRv4

Q_ Country: India
Owners: inferno, asia paci i i i inati pminpl i network
pvt. Itd.

Classifications v TIC Score: 60

RISK

(] 103.148.171.117 - |Pv4.

Q_ Country: India
Owners: inferno, asi
pvt.Itd,

LOCATION @

Address 2 3 4 5 » 29 > |50entries v Jumplopage: Viewing 1 - 50

You can also use the filters on the left side of the page to help narrow down
results. In this example, we'll use the Countries filter since the company
we're interested in is headquartered in the United States.

Collections W

k:ou ntries v

Uganda ‘
Ukraine

United Arab Emirates
United Kingdom

United States. ‘

United States Minor Outlying ...

Uruguay
Uzbekistan

Vanuatu

FuTess

5. Two results peak our interest because they have the name of the entity
we're looking for in them. Let's drill down on the first one to examine it
further.



[] SelectAll

|1j 158.144%/17 - CIDRv4
Q_ Country: United States

Sort by TIC Score: Highto Low v

Owners: inferno, various registries (maintained by arin) , ripe network coordination centre|the mertz corp.

TIC Score: 27

158.146.0.0/21 - CIDRv4
Country: United States

o[

Owners: inferno, various registries (maintained by arin)|mertz transportation| ripe network coordination centre,

TIC Score: 27

6. Notice that the result opened up in the Elements Details page, this is
because the result is a CIDRv4 element -- the IPv4 address is 158.146.0.0 with

a subnet mask of 17.

ViewAll

158.146.0.0/17
1 0 8

da
Active Collections Last
Risks Activity

OWNERSHIP

COLLECTIONS

TICSCORE

-10 EE————

27 .
points o &

No Collections Found

There are no notes. Create a new note by clicking the + above.

The Element Details page provides us with the following information:

Statistics showing the number of Active Risks the element carries, also how

many of our collections contain this CIDR, and how many days ago this

element experienced any type of activity.

e TIC Score - The level of risk the element carries based on scoutPRIME's

algorithm. Plus, a graph showing points when the TIC score changed

since there was activity.

¢ Associations - Any Threats and Vulnerabilities listed on the left panel in

blue.| -

e Ownership - Current or past registrant information.

e Any Collections that the IP address is a member of.



e Any Notes from you or others in your team about the element.

7. Since what's on the Element Details page is very important information
about the company, we can either go ahead and explore more elements on
the page such as the ones under Ownership or, the Association on the left
side panel in blue: "Expired SSL Certificate."

For this example, we'll create a collection from here.

Click on Actions near the top right corner of the page, and select Add to
Collection from the drop-down menu.

All Associations (1) v History CIDRV4 15814600/ 17 Actions v
Filter Risks SortbyTICY Export
TIC SCORE
» Expired SSL Ce... 1Elements v Add to Collecti
Source: Shodan Vulnerability Inf... 1 0 8 \ -10 _q
TicScore: 76 27 .
days ago pol nts Rig Add/Edit Labels
View All Active Collections Last 5 &
Risks Activity s

4/11/2022

8. The Include in Collection window will open - you can choose to add an
element to an existing collection, but for this example we'll click to create a

new collection.

Include in Collection

Select from the list of collections, or| create a new collectjon
Collection *

‘ Collection

Elements to Add : 1

158.146.0.0/17 CIDRV4

9. Give the collection a Name and a Description. If you want this to be a
nested collection, you can choose a **Parent Collection** for it.

For this example, we'll just click Save.



Include in Collection

Create anew collection, or select from the list of collections.

Name *

Acme's Transporation Contractors

Parent Collection

‘ Choose a parent collection...

Description

Vendors that move Acme's goods in the United States.|

I Elements to Add : 1|

158.146.0.0/17

CIDRV4

Cancel Save

10. You should receive confirmation that your collection was created and that

one element has been added to it. To check if the action was successful,

navigate to Collection Management and see if the collection name appears

on the left panel in blue.

All Collections (1) v c+

Sortby TICv

Acme's Transporation Contractors
TIC Score: 10

A 's Ti tion Contract Rules(1)  Notes(0) C  Actions v
cme's Iransporation Contractors J Gtes ~ clions
ASNO | CIDRV49 | CIDRV60 | FQDNO | IPV41 | IPV60 | OWNERO CURRENTTIC: 10
ELEMENT SEVERITY ALLELEMENTS COLLECTIONTIC SCORE
100
Ov Ov 10~ -
Critical Elevated Normal 60
40
RISKS (0) ALLRISKS 2081
0
04/12/22 04/13/22 04/14/22 04/15/22 04/16/22 04/17/22 04/18/22
0 v Ov O v
Critical Elevated Normal
ASSOCIATED OWNERS (6) ALL OWNERS CLASSIFICATIONS (0) ALL CLASSIFICATIONS
mertz transportation 10 Elements v
inferno 10 Elements v

ripe network coordination centre
the mertz corp.
various registries (maintained by arin)

mertzglobal

10 Elements v

10 Elements v

10 Elements v

7 Elements v

In addition, the Collection Management page will provide you with the

following information:
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AlCollectins(1)—~ =+ Acme's Transporation Contractors, | rues | [Notes T el
Sortby TICv
‘1 ASNO || CIDRv49 CIDRV60 | FQDNO \l 1PV41 | IPV60 OWNERO CURRENTTIC: 10
Acme's Transporation Contractors ELEMENT SEVERITY ALLELEMENTS COLLECTION TIC SCORE
TIC Score: 10
100
o~ Ov 10~ %
Critical Elevated Normal 60
40
RISKS (0) ALLRISKS 2
0
04/12/22 0413722 04/14/22 04/15/22 04/16/22 04/17/22  04/18/22
ov o~ o~

Critical Elevated Normal

ASSOCIATED OWNERS (6) ALL OWNERS CCLASSIFICATIONS (0) ALL CLASSIFICATIONS

mertz transportation 10 Elements v
inferno 10 Elements v
ripe network coordination centre 10 Elements v
the mertz corp. 10 Elements v
various registries (maintained by arin) 10 Elements v

mertzglobal 7 Elements v

#1. How many elements are in your collection and what types. For example,
in the above screen capture there is a 9 next to the CIDRV4 element type.
This means that there are nine other CIDRV4 elements that are members of
this collection. The CIDRs were added from the Ownership list in the screen
capture for Step 6.

Note also that there is 1in parenthesis next to the IPv4 element type. This is
because the IPv4 address is part of the CIDRV4 element: 158.146.0.0/17

#2. The is a 1in parenthesis under Rules. This means that so far there is only
one rule for this collection and that is to add this CIDR type elements to it.
You can edit rules to include other types of elements to the collection.

11. Let's dig a little deeper and examine the CIDRs in the collection. Click on
CIDRV4 in the elements section.

Acme's Transporation Contractors R notes©

ASNO CIDRV4 9 CIDRV60 | FQDNO | IPv41 | IPV60 | OWNERO

12. Another page will open within the Collection Management feature. This
page will list the nine CIDRs that are members of the collection with their
corresponding TIC scores, Severity levels, and Associations (Threats and
Vulnerabilities that the element carries).



4" Acme's Transporation Contractors  » Elements

Sement = B LCLEAR EXPORT
O

[s0entries |
ELEMENT TYPE Tic SEVERITY ASSOCIATIONS
158.146.30/24 cidrva 10 NORMAL View Associations
158.146.1.0/24 cidrva 10 NORMAL View Associations
158.146.64.0/21 cidrva 10 NORMAL View Associations
158.146.20/24 cidrva 10 NORMAL View Associations
158.146.00/24 cidrva 10 NORMAL View Associations
158.146.64.0/24 cidrva 10 NORMAL View Associations
158.146.80/24 cidrva 10 NORMAL View Associations
158.146.00/17 cidrva 10 NORMAL View Associations
158.146.00/21 cidrva 10 NORMAL View Associations

Viewing 1 - 9 of 9

From this page you can also choose to add more elements of the same type
or different by clicking on the TYPES drop-down. You can also filter elements
by their TIC score by using the slider. And, you can click on Export to
download the list to your computer or workstation.

Workflow Example Summary

The biggest takeaway from following a workflow like this one is that you can
very easily create a collection simply by running a query and drilling in on

elements of interest.

Another, it's that relative to the millions of other CIDRs on the Internet, the
company in this example had a CIDR with a very low TIC score (10), which is
considered the system's default TIC score.

So, does this all mean that our fictional company, "Mertz," is a safe company
to do business with? Well, it's probably too early to tell. Remember that in the
background, scoutPRIME continues to work, ingesting thousands of pieces of
information everyday. It's important to check the health of the elements in
your collections regularly to be sure that an entity in your supply chain
doesn't have rising TIC scores.

To stay on top of your collections, you can set up notifications that can alert
you to changing TIC scores. To learn more about creating notifications, click

here.
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You also use the Collection Health feature to quickly view if the criticality
level of your collections is rising or not.

Related Content

e Supported Browsers

e Login

o Log In
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Inventories Overview

LookingGlassSUITE 2] @

9 13 e

Inventories - Organization  Pipelines Reports

scoutINSPECT Quantfivelnc v

The Inventories page shows all the raw data that scoutINSPECT has collected

through active scanning, these include all your:

e |P addresses (IPv4 and IPv6)
e Domain names

e DNS records

e Network records

e Cloud storage buckets

e Cloud computing services

e Security certificates

The graphs and charts on the dashboard provide snapshots of how many of your
assets have been identified, assigned tags, who owns them, changes to your

inventory, and more.
Inventories help analysts see the assets, keep track of them, and get more details

about what software (services) each is using.

NEXT:

e My Inventory Tracker

e Total Inventory and Total Owners

e Inventories Per Owner

¢ |Inventories Per Tag

e Top Inventory Changes

e My Inventory Table

o Editing and Updating Items in My Inventory Table
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o Filter ltems in My Inventory Table

o My Inventory Table Bulk Actions

¢ |Inventory Details
e Notebook

My Inventory Tracker

My Inventory Tracker offers three different views for tracking items in your inventory
over the past 7 days, including:

¢ New This Week - Shows how many different types of assets were discovered
during the week.

e Ownership - Shows how many of the assets now have owners (analysts or other
persons) versus how many lack ownership. NOTE: The ideal percentage number
here should be "100%" meaning that all your assets have been owned.

e Tags - Assets that were discovered and have been assigned tags such as,
"Finance Server," "Company ABC domain name," "ABC vendor," etc.

e"NEEEEEEEEEEEEEEE,

o
* My Inventory Tracker &

-
Yassssssssssmsmnans

New This Week  Ownership Tags
° 83
8907 7% 1
GROUPED BY DATE DISCOVERED OWNED VS UNCLAIMED NUMBER OF RESOURCES PER TAG
| | |
[ ]
[
|
[
Types # Resources Owner #Resources Top Tags # Resources
DNS Record 7386 unknown 659 Car 4
Security Certificate 693 Lucas 14 qwerty 3
Network Service 343 Yalcin Dogan 14 one 3
Network Record 308 Maca 5 four 3
Software 177 Isrer Ahmed 4 mimion 3

Total Inventory and Total Owners

This section contains three inventory views:
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Total Inventory - The total number of assets (e.g., DNS records, security certificates,
network services: IPs, domains, etc.) in the inventory over the last 30 days.

Top Inventory Owners - Who in your team owns the most assets.

Inventory Change - How the inventory has changed over the past 12 months.

2695 Total Inventory Top Inventory Owners

690% HIGHER THAN LAST MONTH
Walter Junior Lalo Salamanca Don Eladio

@ 23%DNSRecord @ 17% Network Record @ 20700% D 182% D 153%

19% Network Service ‘ 1% Security Certificate

@ 1% Software @ 95 &‘

Inventory Change

INVENTORY IS UP 309600% THIS YEAR

Inventories Per Owner

Inventories Per Owner provides you with a view of who in your team currently owns
assets, as well as the names of the owners with the most assets. Assets that are not
owned will display as "Unassigned."
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* . .
“Inventories Per Owner:

OWNER WITH MOST
RESOURCES

Owners Inventories
Unassigned 1739
unknown 96
Danielle Stevens 50

Inventories Per Tag

Inventories Per Tag graphically shows and a current list your tagged assets.
Tagging is when an asset is discovered then given a label to identity what it is.

For example, an IP could be tagged as "Finance Server," meaning that IP belongs to a
server that handles finance data.

This section also offers how many assets have been tagged.

‘-...............‘
: Inventories Per Tag
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MOST COMMON TAGS

Tag Inventories
Car 4
mimion 3
two 3

sceaa 3




Top Inventory Changes

Top Inventory Changes shows a bar graph that informs you how assets in your
inventory have changed since discovery.

For example, how many assets nhow have comments, are owned, and have been
assigned tags.

Ideally, you want the bars in this graph to be on the positive side (e.g., +40, +80).
When the bars are light blue and on the negative side (e.g., -40, -80), it is not
considered good cyber hygiene, meaning that there are a lot of assets that need your
attention and action. These assets have to be assigned owners, be tagged, and have
comments in their respective Asset Details page.

‘-lllllllllllllllllll.

. Top Inventory Changes.
1623 RESOURCES CHANGED INVENTORY DATA

Comment

o _

Tag

100 80 60 40 20 0 +20 +40 +60 +80 +100

My Inventory Table

The second half of the Inventories page shows a table listing the assets in your
inventory. The table offers information on asset Type, Name, Source Domain,
Inventory Details, Owner, date of Last Seen, and Tags.

e Type - Asset types can include: Software, Network Service, DNS Record, etc.

e Name - The name of the asset can be represented by an IP address or the name
of a software/service (e.g., Apache, Telnet, etc.).

e Source Domain - A domain linked to particular exposure or inventory. It can also
be a subdomain of a seed domain.

¢ Inventory Details - Pertinent details about the asset in the inventory. The types of



details will vary from asset to asset.

e Owner - Who in the team owns the asset.

e Last Seen - When the issue was last updated.

e Tags - Labels used to identity assets (e.g., "Finance Server," "Application Server,"

"Main domain name," etc.).

Owners Inventories

Unassigned 12702
Mauro Minetti Admin 810

Facu Martinez Admin 691

cara

tagggy

fall

zara

100

100

100

(] 1wee

() Networkservice
(] Networkservice
() Networkservice

[ NetworksService

Bruno Zerpa 467
Filters ==
NAME © SOURCE DOMAIN
195.47.247.8 195.47.247.8
195.47.247.8 19547.247.8
195.47.247.9 195.47.247.9
195.47247.9 19547.247.9

INVENTORY DETAILS

name
port

name
port

name
port

name

https.

443
http-proxy
80

http-proxy
80

https

OWNER

K.B.Etherson

K.B. Etherson

K.B. Etherson

K.B. Etherson

LASTSEEN ©

Jun 27,2022 00:16:05 AM

Jun 27,2022 00:16:05 AM

Jun 27,2022 00:15:50 AM

Editing and Updating Items in My Inventory Table

You can edit or update the Owner of the asset. To do this, simply hover your mouse

on the desired item, then click on the pencil icon that appears on the right.

Do
<o

TYPE

DNS Record

NAME INVENTORY DETAILS

value
type

astatic.abc.com

23.62.230.161
A

Filter Iltems in My Inventory Table

OWNER

LAST SEEN

May 19,2022 00:53:13 AM

TAGS

+ AddaTag

The My Inventory table allows you to use filters to quickly find assets by type, owner,

and tag.

Here are a few ways to filter or sort the items on the table:

Using the Filter Field



On the My Inventory table, look for the Filter field and type in a keyword (i.e., an

asset's IP address, domain name, or a service name, port number, exposure name,

etc.). Then, click Filter.

Q_ search : Filters ==

) TYPE NAME SOURCE DOMAIN INVENTORY DETAILS

L Network Service

name https
port 443

You may also choose from pre-selected filters using the Filters drop-down menus by

clicking on the Filter button.

Q_ search

‘:‘ TYPE NAME SOURCE DOMAIN

\:\ Network Service

Here you can filter by:

e Type

e Source domain

e Owner

e And, tag (e.g., "finance server," "mail server," etc.)

Clicking on a Graph

INVENTORY DETAILS

name https
port 443

You can also filter items on the table by clicking on any of the graphs on the first half

of the page.



1677 Total Inventory Top Inventory Owners

1161% HIGHER THAN LAST MONTH

e Danielle Stevens
@ 12%DNSRecord @) 18% Network Record D 1500%
() 21% Network Service () 19% Security Certificate
o ‘ “

"'.iﬁ;éntory Change

()
INVENTORY IS UP 189700% THIS YEAR
-

Ysmmnm

The second half of the page will display the filter that was applied when you clicked
on the graph. The table will also be sorted based on what was clicked.

My Inventory Table Bulk Actions

You can change the Owner for multiple assets at the same time on the inventory
table. You can also add or remove tags (e.g., "finance server, "mail server," etc.) in
bulk. To do this, follow the steps below.

Steps

1. On the inventory table, first select multiple assets you'd like to edit in bulk, then
click on Edit Inventories.

Q Filters =2

INVENTORY DETAILS OWNER LAST SEEN |,

Network Service 67.207.80.24 port g Lucas Admin Jun 14,2022 17:39:39 PM
name http

Network Service 67.207.80.24 port Has Lucas Admin Jun 14,2022 17:39:39 PM
name https

Network Service 167.172.139.120 port &9 Lucas Admin Jun 14,2022 17:38:59 PM
name https

Network Service 167.172.139.120 port 89 Lucas Admin Jun 14,2022 17:38:59 PM
name http

Network Service 157.245.242.152 port s Lucas Admin Jun 14,2022 17:37:14PM
name https
port 80

Network Service 157.245.242.152 Lucas Admin Jun 14,2022 17:37:14PM

name http



2. The Edit Inventories dialog box will display and show you the number of items you
selected on the table which will be modified/edited.

Edit Inventories X

Assign common values to the selected inventories

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEg
= 10inventories selected e
. -
Owner

Select v
Tags

+ AddaTag

Cancel ‘ Save ]

Aama hitne

3. In this example, we will change the Owner of the selected assets on the table. We

click on Save when we are finished.

Edit Inventories X

Assign common values to the selected inventories

10 inventories selected

3 Owner .
. .
. .
= | Danielle Bern v =
. .
iR ERRRRRRSEERESESSSNNNNNNRRRSRRRRssssssssssase

Tags

+ AddaTag

Cancel Save

The table should now reflect the changes made on the assets that were selected.



Q Filters 5>

TYPE NAME INVENTORY DETAILS I OWNER I LASTSEEN L

. port 80 : . E

Network Service 67.207.80.24 * DanielleBern < I Jun14,202217:39:39 PM
name http = :

Network Service 67.207.80.24 o 43 Danielle Bern I Jun14,202217:39:39PM
name https :

Network Service 167.172.139.120 port &3 Danielle Bern I Jun14,202217:38:59 PM
name https :

Network Service 167.172.139.120 port 80 Danielle Bern D Jun14,202217:38:59PM
name http :

Network Service 157.245.242.152 B s Danielle Bern P un14,202217:37:14PM
name https :

Network Service 157.245.242.152 port 8 Danielle Bern I Jun14,202217:37:14PM
name http :
t 443 H

Network Service 68.183.29.183 pors Danielle Bern : Jun 14,2022 17:33:34 PM
name https :

Network Service 68.183.29.183 port 2o Danielle Bern I Jun14,202217:33:34PM
name http :

My Inventory Details

When you click on the name of an asset from the Inventory table, a page will load
with details about the asset.

oo
oo

scoutINSPECT

Inventories

My lnventory / Inventory Detail

Network Record on 167.172.00.00 @

First Seen: May 5,202201:23:11 AM | 5 DAYS AGO
Last Seen: May 5,202201:23:11 AM | 5 DAYS AGO
C
+ AddaTag Asset Owned By: Danielle Stevens
INVENTORY DETAILS RELATED INVENTORY (New. ° Notebook
Network Record Network Record | Danielletevens 125204
Set owner: Danielle Stevens
value 167.172.136.193 value 167.172.136.193
country United States country United States Write a comment... (-]
location 40.7589111328125- location 40.7589111328125-
73.97901916503906 73.97901916503906
source docs.example-abc-industries.com source map.example-abc-industries.com
region New York region New York
city Manhattan city Manhattan
asn 14061 asn 14061
prefix 167.17200/16 prefix 167.17200/16

#1. This section shows the asset name. Below is background information about the
what the asset is or other details. You can add a tag for the asset here as well.

#2. This section contains details about the asset's status (e.g., Active, Inactive), date
the asset was discovered, date the asset was last modified, and its owner.
Depending on the type, the page will display boxes with information about the



asset's:

#3. Inventory Details - Provides information about the type of asset, including the
software version (if any), category, description, source (IP address), raw, vendor,
website (if applicable), cpe, product, etc.

#4. Related Inventory - Provides information about any other assets in the inventory
that are related to the asset (e.g., Network Services, DNS Record, etc.) Depending on
the asset type, this box can contain details on the software version (if any), ip_str,

name (e.g., http), cpe, OS type, port number, etc.

NOTE: You may have several Related Inventory records about an asset on the page.

Notebook

My Inventory includes a section called Notebook where analysts can write comments
or ask questions about the asset.

Furthermore, when the asset is assigned an owner, Notebook will record the activity

and add it as a comment (e.g., "Set owner: Jane Dully.")

e Notebook
| | DanielleStevens 06:21PM
Set owner: Danielle Stevens
" Danielle Stevens  06:22 PM
This asset needs attention.
Write acomment... e

scoutINSPECT User Documentation Table of Contents
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scoutTHREAT - Workflow Example:
Creating Your First Threat Actor Object

Workflow for creating a Threat Actor object

dif=) \Written by Dolores M. Bernal
< Updated over a week ago

This workflow example consists of two parts: Using scoutTHREAT and Using
TICE.
Following all the steps from the two parts will provide you with a good, first

experience of what's possible when using these tools.

PART 1: Using scoutTHREAT

A lot of your cyber threat intelligence work will be spent creating and
updating Threat Actor profile objects. Below are the basic steps for getting

started with creating your first object.

Before you begin you must ensure scoutTHREAT has been configured
correctly and that an Identity has been created for you and/or your
organization. For steps on creating an ldentity, see Workflow Example:
Adding and Identity Object.

Once an Identity has been created, you can add a new Threat Actor profile.

Follow these basic steps:


https://support.lookingglasscyber.com/en/articles/6180135-scoutthreat-workflow-example-adding-an-identity-object
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1. To add a Threat Actor Object, navigate to Intelligence, then click on Threat
Actor.

2. If any exist, a list of Threat Actor objects will load with the item Name,
Type, date Created and Modified.

3. Click on Create New on the top right side of the page.

THREATACTOR

NAME TYPE CREATED MODIFIED
DigiHacks threat-actor 12/03/2021 10:51:47 12/03/2021 10:51:47
Golden Gate Dragons threat-actor 12/05/2021 20:53:03 12/05/2021 20:53:03

4. Enter a Name and Description for your Threat Actor object profile.

Create Threat Actor -

Name

Golden Gate Dragons

Description

Golden Gate Dragons is a hacker group or individual believed to have originated in Oakland, California. This group/individual uses sophisticated
ways to mani people to divulge details of the jes they work for, including employee names (IT staff), etc. Later, this group uses the
information to create fake badges and business cards from said ies to pose as d infiltrate facilities.

5. On the right panel of the page, select the Confidence level you have
about this Threat Actor. Choose a number from 1to 10, 1 being the highest
level.

6. Then, select the Threat Actor Type from the drop-down menu (e.g., hacker,

competitor, nation-state, etc.).

7. Click on the empty field under Aliases to add alternative names used to
identify this Threat Actor. Type the name of the alias then click on Create.

8. Next, you can choose from the drop-down menu the level of
Sophistication the Threat Actor has when it comes to the skill, specific

knowledge, special training, or expertise to perform an attack.



9. A Threat Actor can play many Roles such as agent, author, etc. Choose
from the drop-down the role your Threat Actor object generally plays.

10. Next, choose the Threat Actor's Resource Level from the drop-down
menu. This can include the organizational level at which this Threat Actor
typically works, which in turn determines the resources available they can
use in an attack.

11. Under Primary motivation, you can select the primary reason, motivation,
or purpose behind this Threat Actor. The motivation is why the Threat Actor
wishes to achieve the goal (what they are trying to achieve).

For example, a Threat Actor with a goal to disrupt the finance sector in a
country might be motivated by ideological hatred of capitalism.

12. You can also add the Threat Actor's Secondary motivation. This property
specifies the secondary reasons, motivations, or purposes behind this Threat

Actor.

13. Next, you can select the Threat Actor's possible Personal motivations.
This can include notoriety, revenge, coercion, personal-gain, and others.

14. It is optional to add dates for when the Campaign was First seen and Last
seen. To add dates, click on Select Date fields to choose from the calendar.

15. Click on the + in the center of the page to save the information.



Create Threat Actor o Information

s Details  Notes  Opinions

Golden Gate Dragons
Description

Golden Gate Dragons is a hacker group or individual believed to have originated in Oakland, California. This group/individual uses sophisticated Confidence Types
ways to manipulate people to divulge details of the companies they work for, including employee names (IT staff), etc. Later, this group uses the
L ion to create iges and busis ds fi said companies to pose as employees themselves and infiltrate facilities. 1

Primary motivation

personal-gain

(=) 12/05/2021

(=) 12/05/2021

You can also add Notes, Opinions, Checklists, and Relationships to the
profile. For more detailed steps, see Audit, Notes, & Opinions.

After creating the Threat Actor object you can receive and gather
intelligence data from the TICE cloud.

PART 2: Using TICE

Before you log in to the Threat Intelligence Collaboration Environment
(TICE) module to view intelligence data from the cloud, you must first create
and trigger a Threat Query for the Threat Actor profile.

A Threat Query is a saved search for finding Threat Actor names, Malware
names, etc. in the system. For more information, see Threat Queries.
1. On scoutTHREAT, navigate to Search.

2. Next, type in the name of the Threat Actor in the search box.

3. Checkmark the Threat Actor box under Filters, then click search.

Since this is your first time using scoutTHREAT, it is likely that you will not get


https://support.lookingglasscyber.com/en/articles/6180379-scoutthreat-audit-notes-opinions
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any results for your Threat Actor.
4. Next, enable TICE Environment by clicking on the slide button.

5. Click Save as Threat Query on the top right side of the page.
NOTE: You can still save your search even if no results were returned.6. A

pop-up window will be displayed asking you to enter a name for your Threat
Query. When you are done, click OK.

(;I TICE Environment

Save as Threat Query X

Squares Threat Actor{ ]

Concel

7. Next, confirm your threat query was saved by navigating to Workflow then
to Threat Queries.

8. Click on the TICE Environment slide button.

9. Look for the Threat Query you had saved on the list and click on Run Now
in the Actions column to trigger it.

Squares Threat Actor 12/20/2021 12:16:55 anonymousUser 12/20/2021 12:16:55 anonymousUser

10. After waiting about 15 minutes, you can go back to Search, click on TICE
Environment, then run another search.

11. If any intelligence was found in the cloud it will now appear in the search
results. Click on Download in TICE.



X TICE Environment t
WaIng data from TICE environment .
FILTERS Clearall NAME TYPE CREATED CREATED BY MODIFIED MODIFIED BY DOWNLOAD
TYPE -
Big panda and squi threat-actor 12/16/202110:17 system 12/16/202110:17 system
Threat Actor
Malware

12. Next, log in to the TICE Module and navigate to the Validation page to
look for the item(s) you clicked to download during your search.

13. To download the data item(s) to your scoutTHREAT system, you must
follow the validation process to Approve or Reject the item.

14. Click on Review and ensure the destination of the data is scoutTHREAT.

15. If all the information on the page looks good to you, click Approve.

Item validation I[Destination: SCOUT THREAT ]

type
threat-actor

spec_version

21

id
threat-actor--8553e4f5-9cf8-4d2f-8762-194519(9¢73b
created

2021-12-16T17:17:44.666375000Z

modified

2021-12-16T17:17:44.666375000Z

created_by_ref
identity--4ee07aad-1f14-4d48-b5f2-2dd054ffccd2

revoked

ion--bdd3ac0a-3916-43bd 7"{"extension_type":"property-extension”source":"TICE""source_id":
rue/extension_type":"property-extension'id":494,"created_by":"system" ‘created_on":"2021-12-20T19:22:06.502465Z"'mi

Once you have downloaded intelligence data from the TICE Module, it will
populate various areas of scoutTHREAT depending on the intelligence type.

For example, if you approved and downloaded a Threat Actor item, you will
now see that object in your scoutTHREAT system.



THREAT ACTOR

NAME TYPE CREATED CREATED BY MODIFIED MODIFIED BY

[RUSSIA] TA 001 threat-actor 12/14/202109:39:09 12/14/202109:39:09

TA_001 threat-actor 12/15/202107:26:01 12/15/202107:26:01

Gorilla Hackers threat-actor 11/23/2021 14:45:27 sysuser 11/23/202114:45:27 sysuser

Big panda and squares threat-actor 12/16/202110:17:44 sysuser 12/16/202110:17:44 sysuser

50 v Showing1to50of4entries. n

For more information on using TICE, see The Threat Intelligence

Collaboration Environment (TICE).

In Brief

Workflow: Objects Added to scoutTHREAT Using TICE

TICE cloud ©-----------3 > TICE Module o---------3 > O---+-=-=-> Download to SCOUtTHREAT

Related Content

e Supported Browsers

e Loggingin

scoutTHREAT User Documentation Table of Contents
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scoutTHREAT - TICE Workflow Example

gg;:"\ Written by Dolores M. Bernal
W& Updated over a week ago

Let's imagine a scenario where the evening news reports a cyber attack by a
Threat Actor called Society of Doom which targets organizations in your
sector. As an analyst, you would want to gather as much information as

possible about this hacker group.

1. Start by doing a search on scoutTHREAT to look for already existing data

about the group in your system or with TICE Environment enabled.

2. If few or no results return on the subject, you can save the search as a
Threat Query.

SEARCH

Q_ society of Doom X Save as Threat Query | @ rceenvironment

@® Youare now browsing data from TICE environment.

3. After saving the Threat Query, you can navigate to Workflows -> Threat
Queries and click on Run Now from the list. Once triggered, the Threat

Query cues TICE to start pulling data from the cloud about the group.
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Society of Doom Query 12/20/2021 13:46:14 anonymousUser 12/20/2021 13:46:14 anonymousUser % Runnow :

4. Next, you would want to log in to the TICE Module to check if any
intelligence data about *Society of Doom* has been shared with you by the
landlord and tenants.

NOTE: Intelligence items are listed from oldest to newest, so make sure you
use the pagination arrows to navigate to the last page to check for new
results.

If any results about the hacker group are on the Validation list, you can click

on Review to view the information.

€3 tooxmcoiass Metrcs 8 Auts v Account v

ticeMODULE

VALIDATION

Manually approve or reject shared items.

D ORIGIN STATUS NAME TYPE RECEIVED ACTIONS

1933 TICE NOT_PROCESSED Kotton Kandy malware 14/12/2109:47:56 m
1958 TICE NOT_PROCESSED Big panda and squares threat-actor 20/12/2112:31:55 m
[ 1960 TICE NOT_PROCESSED Society of Doom threat-actor 20/12/2114:01:14 m ]

Showing01-403f 403items. o o

5. When you click Review you will see information about the intelligence data
item that interests you. If you would like the item to download to
scoutTHREAT click Approve.

Item validation |[Destination: SCOUT THREAT]|

6. Now, go back to scoutTHREAT and navigate to the Threat Actors page.
The item you downloaded from TICE should now appear on the list.
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scoutTHREAT

THREAT ACTOR
NAME TYPE CREATED CREATED BY MODIFIED MODIFIED BY
Big panda and squares threat-actor 12/16/202110:17:44 12/16/202110:17:44
Society of Doom threat-actor 12/20/2021 13:54:56 12/20/2021 13:54:56
In Brief

Workflow: Search and Download Object from TICE

scoutTHREAT search Query ©=========" > TICE Module ©---------1 > [-SEEETTTILD > Download to SCOUtTHREAT

Related Content

The Threat Intelligence Collaboration Environment (TICE)
TICE Login
The TICE Homepage
The TICE Module Validation Process
Validating Intelligence Items
o Updating scoutTHREAT Objects with New TICE Information
o Validating and Adding New TICE Intelligence to scoutTHREAT
Sharing to TICE
Steps for Sharing Intelligence to TICE
The TICE Rule Manager
o Adding Rules with Rule Builder
o Adding Rules Manually
o JXEL for Creating Rule Conditions
Metrics and Audits
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scoutPRIME - Product FAQs

Answers to customer most frequently asked questions.

Jﬁns Written by Dolores M. Bernal
> Updated over a week ago

At LookingGlass Cyber we want to make sure you get answers to important product
questions so you can use scoutPRIME as efficiently and effectively as possible.

Below are frequently asked questions from customers about scoutPRIME features
and functionalities. We hope that this information can help you accomplish your

security goals and mission.

Feel free to also submit your questions at, support@lookingglasscyber.com.

« TIC and TIC Score FAQs

© Q. What is TIC?

© Q. How is TIC derived?

© Q. Why do TIC scores fluctuate?
© Q. What are the TIC levels?

> Q. Why is "10" the base score?

« Threats, Vulnerabilities FAQs

o Q. Does scoutPRIME have active threats and historical threats, or just

active ones?

o Q. How long does the system keep historical threats?

« Data/Data Feeds FAQs

o Q. How often to data feeds update?

© Q. What types of metadata are in scoutPRIME?

o Q. In what format(s) can | access the data?

o Q. In what format(s) is the data exportable?
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o

[e]

[e]

Q. What format is the STIX data stored in?
Q. Is the data mapped in some industry standard, such as MITRE ATT&CK
or Lockheed Martin Kill Chain or some other industry standard?

Q. Is the data available via a TAXII server?

« Collections FAQs

[e]

[e]

[e]

[e]

o

Q. What is a collection?

Q. How do | build a collection?

Q. What are nested collections?

Q. Recommended/best practices to build a collection?

Q. How do | know how “complete” my collection is? (“Did I get
everything?”)

« Using scoutPRIME FAQs

o

Q. What can | search for in the search bar?

Q. What are common workflows?

Q. How do you associate network assets to owners?

Q. What are typical/standard use-cases of scoutPRIME?

Q. Does scoutPRIME allow me to monitor cloud service and Internet

service providers?

Q. Is there a way “non-technical” users can craft automated queries for

recurring analysis requests and/or integrations?

Q. Does scoutPRIME have reporting?

Q. Can | create “custom” reports?

Q. Can | see my “most recent” risk information?

Q. How far and wide can | share the data represented in scoutPRIME?

Q. How do I find network assets associated with a CVE/vulnerability?

= Q. How do | determine if any of those network assets associated with

a CVE are mine or in a collection | built?

Q. There are a lot of indicators in the platform, so for example, how do |

know which malware indicators are the ones delivering the

malware/attacking, and which indicators are the ones where someone has

been infected by malware?

Q. How do | extract all indicators associated with a specific threat?

Q. | have an organization’s network footprint. How do | create a collection

to monitor it?

Q. How do | integrate scoutPRIME to a SIEM, SOAR, TIP, ticketing system,
firewall, IDS, or IPS?

Q. How do | export data?

TIC and TIC Score FAQs
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Q. What is TIC?

A. The Threat Indicator Confidence (TIC) Score is a comprehensive, multi-dimensional

score that measures the likelihood that a network element has been compromised, is
vulnerable to compromise, or is a likely target for future compromise. The algorithm
for TIC factors network proximity, multi-source corroboration, impact of compromise,
and time of observed compromise.

This powerful algorithm by design brings together multiple dimensions of analysis
into a single score from 00-100. Factors include:

- Trustworthiness of the intelligence source

- Risk and presence of compromise

- Impact of compromise

- Class of compromise

- Network relationship to compromise

- Corroboration of observation

- Volume of compromises

- Time since observed compromise

Using the TIC score, and any associated intelligence that goes with it, can help you
better analyze risk.

scoutPRIME provides a TIC Score for:

e Elements (IPs, FQDNs, CIDRs, and ASNs)
¢ Overall collection health

e Threats

¢ Vulnerabilities

Q. How is TIC derived?

A. Each network element, collection, threat, and vulnerability is assigned a system-
generated TIC score. Scores are calculated differently for each (refer to the table
below).
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Type Score Calculation Summary

IPv4, IPv6 Composite score based on all
associated ASNs, FQDNs, Threats, and
Vulnerabilities

FQDN Composite score based on all
associated ASNs, IPs, Threats, and
Vulnerabilities

ASN Composite score based on all
associated CIDRs, IPs, FQDNs, Threats,
and Vulnerabilities

CIDRs Composite score based on all
associated ASNs, IPs, FQDNSs, Threats,
and Vulnerabilities

Threats Composite score based on the source,
criticality, and classification

Vulnerability Composite score based on the source,
criticality, and classification

Collections Composite score based on all elements
in the collection, including associated IP
addresses (v4 and v6), CIDRs, ASNs,
FQDNSs, Threats, and Vulnerabilities

Q. Why do TIC scores fluctuate?

A. TIC scores can increase if new observed threat data associated with elements,
threats, and vulnerabilities from our many sources is ingested by the system.
scoutPRIME will use a sophisticated algorithm to sum up the risk into a single number
value.

After two weeks, if associations are deemed inactive they become Historical. This will
change the TIC score, otherwise the the score will remain constant.

Q. What are the TIC levels?

A. The system assigns scores ranging from 1-100 that categorizes the current threat
risks associated with various system elements. Higher numeric values indicate a
greater threat potential.
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Severity Range

Default Score: 10
Critical Score: 75-100
Elevated Score: 50-74
Normal Score: 1-49

Assigning a Score of Zero

When a score of zero is assigned to a threat, this tells the system not to include this in
the calculations or the composite score. To get the system to ignore a threat, set the
Criticality property score to zero, and the threat is no longer able to apply influence to
any elements automatically.

Q. Why is "10" the base score?

A. The default TIC score is 10. Scores greater than 10 indicate increasing levels of
risk.

Scores below 10 indicate positive assertions of risk reduction due to mitigation
actions taken. There are currently no data sources providing a TIC score less than 10.

A score of 10 also means that the system hasn't registered anything necessarily
positive or negative about the element, collection, etc.

Threats & Vulnerabilities FAQs

Q. Does scoutPRIME have active threats and historical threats, or just
active ones?

A. scoutPRIME has historical and active threats. If you go to a specific element you
can view historical threats for that element. Searching works for active threats, but
you can include historical details using the API.

For more on this, click here.

Q. How long does the system keep historical threats?

A. The default set of time is six months.
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Q. Which data objects are available in scoutPRIME?

A. scoutPRIME's rich data, includes the following types of objects/digital assets and
elements:

e |P addresses (v4 and v6)
e FQDNs

e CIDRs (v4 and v6)

e DNS records

e WHOIS information
e File hashes

e Threats

e Vulnerabilities

e Owners

e Countries

e Geolocations

e Enumeration details
e Security Certificates
¢ Notes

Data/Data Feeds FAQs

Q. How often to data feeds update?

A. We collect a vast set of propriety, commercial, and open source data sets on a
continuous basis. While each data set is unique, the underlying data will typically
update within a day.

Q. What types of metadata are in scoutPRIME?

A. The volume and set of metadata is massive. Here’s a sampling of common
metadata:

e First and last seen date

e DNS history

e WHOIS details

e Geolocations

e File hashes

e Product information (if applicable)
e Host enumeration

e Ownership details



e Notes

Q. In what format(s) can | access and export the data?

A. Comma-separated values (CSV) and JSON. You can also create reports which
generates PDF files.

Q. Is the data mapped in some industry standard, such as MITRE
ATT&CK or Lockheed Martin Kill Chain or some other industry
standard?

A. scoutPRIME data can be transformed into STIX v1.x, v2.x, or MITRE ATT&CK. If you
are interested, please reach out to our customer services team at
support@lookingglasscyber.com.

Q. Is the data available via a TAXII server?

A. Currently, LookingGlass is exploring making data available through a TAXII server
to customers. For more information about this please contact,
support@lookingglasscyber.com.

Collections FAQs

Q. What is a collection?
A. A collection is a set of elements that defines the attack surface of an organization,

entity, or system, along with any additional information that may be available.

The elements that may be included in a collection include:

e Owners

e ASNs

e CIDRv4, CIDRvV6

e FQDNs

¢ |Pv4 and IPv6 addresses

For more about Collections, click here.

You may also find our Key Terms article useful, click here.
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Q. How do | build a collection?

A. You can build an "empty" collection (without doing a search first), or you can build a
collection from search results. You can also create nested collections (children

collections).

For a complete workflow on how to build an empty collection, click here.
For a complete workflow on how to build a collection from search results, click here.

Q. What are nested collections?

A. Nested collections are "children collections" belonging to a "parent" or main
collection and can be very useful for organizing or categorizing your data into sub

groups. You can nest up to three children collections.

In addition, parent collections with children have a more accurate TIC score. This is
because scores "aggregate up" in a collection, meaning that the scores of children
collections help derive the score of the parent collection.

For a workflow on how to create nested collections, click here.

Q. Recommended/best practices to build a collection?

A. The recommended best practices are:

e Give your collection a clear, specific name to help you identify it. Avoid using
names like "Collection One," "Collection from yesterday," etc.

e Give your collection a description so that you or others in your team can know
and understand what it is.

e Set up notifications for each collection that way you can spot and keep track on
any suspicious activity. For information on how to set up notifications, click here.

e Take advantage of using nested collections if it will help keep your work more
organized.

Q. How do | know how “complete” my collection is? (“Did | get
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everything?”)
A. Some techniques for ensuring you have a complete collection include:
e Favoring owners - These are dynamic and pull into the collection all CIDRs and
IPs.
e Review DNS records on owned assets.
e Check the organization's primary domains.
* Run owner-based searches to find additional owned assets.
e Check with the organization in question (where applicable).

e Ensure you have collection groups in workspaces. Each workspace should have
its own clear purpose and mission.

Using scoutPRIME FAQs

Q. What can | search for in the Search bar?

A. You can do many types of powerful searches in scoutPRIME and get back lots of
enriched data.

Below are descriptions of what each of the four filters in the Search bar's drop-down
menu can help you find:

e All - Allows you to conduct a standard search for an online asset/element. You
can search by domain name (FQDN), IP address (IPV4 or IPV6), CIDR4 and
CIDR6, ASN, and Owner.

e Map - Allows you to see the geolocation(s) of the online asset.
¢ Reverse Whois - Allows you to search for domains by the name, address,
telephone number, email address or geolocation of the registrant listed in current

or historical Whois records.

e Associated Risks - Lists any Threats and Vulnerabilities associated with an online

asset/element.

To learn more about using scoutPRIME's search features, click here.

Q. What are common workflows?

A. The scoutPRIME User Documentation provides you with several common


https://support.lookingglasscyber.com/en/articles/6221681-scoutprime-using-search
https://support.lookingglasscyber.com/en/articles/6221681-scoutprime-using-search

workflows that you guide on how to perform many important tasks.

One of the most common workflows on scoutPRIME is on how to create a collection -

click here to learn more.

Another workflow is on how to create notifications or alerts for your collections - click
here to learn more.

If you are looking for a workflow on how to conduct a search, you can find it here.

You can browse through the user documentation for more workflows and other
helpful steps to maximize your use of scoutPRIME's powerful features.

Q. What are typical/standard use-cases of scoutPRIME?

A. scoutPRIME is widely used by customers to monitor the digital assets of their
organization and/or vendors in their supply chain.

The platform's enriched data can inform analysts about potential cyber hazards and
threats and vulnerabilities that their or another organization's digital assets could be
facing.

scoutPRIME's TIC score also provides insight into the growing or decreasing risk of
collected digital assets. This allows analysts to take action and mitigate risk, including
third-party risk.

Q. Does scoutPRIME allow me to monitor cloud service and Internet
service providers?

A. You can use scoutPRIME to monitor the digital assets of any entity, including
companies that do business with you such as cloud service and Internet service
providers.

Please note that the platform conducts only passive scanning of digital assets,
therefore the data you receive from entities is already in the public domain.

Q. How do you associate network assets to owners?

A. Networks are associated to owners through the ASN registration.
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Q. Is there a way “non-technical” users can craft automated queries for
recurring analysis requests and/or integrations?

A. Users need to feel comfortable writing queries and making HTTP requests,

therefore technical knowledge is needed.

Q. Does scoutPRIME have reporting?

A. Yes, you can generate many types of reports on scoutPRIME. For more details,
refer to this article.

Q. Can | create “custom” reports?

A. Yes, you are able to run custom reports for:

Collection Health Summary

Reports Run Report
Select areport t
Scheduled Reports thonild i
Set up a report to run daily, weekly, or ‘ Collection Health Summary v
monthly.
Select collections to include in the report @
Run Report R
O Collections by TIC
Generate a new report. (O Collections by Threat Association Count
o Qu busipned L,
N 2 O Custom
Report History Terssssssanaad .
View the previous reports. Collection Severity

Only include critical and elevated collections

RUN REPORT

And, for Threat Association Daily Activity.

Reports Run Report
Select tt
Scheduled Reports clectareport type
Set up a report to run daily, weekly, or ‘ Threat Association Daily Activity v
monthly.
Select collections to include in the report @
Run Report
O Al
Generate anew report. _Q Assigned

. O Custom

Report History

View the previous reports. RUN REPORT


https://support.lookingglasscyber.com/en/articles/6223131-scoutprime-reports-overview
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For more details, click here.

Q. Can | see my “most recent” risk information?

A. Yes, scoutPRIME has a Dashboard that provides you with snapshots of your
workspace collections with recent TIC scores and the latest associations (threats and
vulnerabilities), etc.

Recent information you will find on the Dashboard, includes:

e Associations Added Today

e New Association Count by Day

e Association Count Change

e Criticality of Risks, Elements, and Collections
e And, more.

scoutPRIME Workspace Collection Health Collection Management Element Details Reports NEW THREAT

AllCollections v Notes (2) Actions +

i RisKs (95) ELEMENTS (44.0€) COLLECTIONS(26) Al Collections

|1+ | 55+ 39 | 285. | 806+ 429k |16~ |5- 5

Critical Elevated Normal Critical Elevated Normal Critical Elevated Normal
E ASSOCIATIONS ADDED TODAY = ASSOCIATIONS (1.7K) All Associations /ASSOCIATIONS BY RISK
.............................. .. ; CATEGORY
TIC Risk Type TIC Element Collection(s)
Vulnerable Service
31 DailySources Threat 93 19064135122 Super_ADM 8/29/2022-23:4039 I
5 1 Spamming Activity
31 DailySources Threat 92 1001 reg-col-2 8/29/2022-23:15:54 450
31 DailySources Threat 98 1031431969 asdf 8/29/2022-23:13:43 WW’ scanning Behavior
346
31 Daily Sources Threat 56 201.217.138... Super ADM 8/29/2022 - 20:33:07 Questionable Asset Use
|33
50  Sality Threat 50  2600:1f14:b6... reg-col4 8/29/2022 - 20:08:24 Vulnerability
33
50  Sality Threat 84 2600:1f14:b6... reg-cold 8/29/2022 - 19:57:59
Malware Hosting/distribution
50  Ssality Threat 50  2600:1f14:b6... reg-col4 8/29/2022 - 19:56:49 I 5
Command-and-control Activity
31  Daily Sources Threat 85  200.40.135.93 Super ADM 8/29/2022 - 19:56:16 I 3
Phishing Activity
50  Ssality Threat 75  2600:1f18:65... reg-cold 8/29/2022 - 19:49:11 I
50  Sality Threat 50  2600:1f14:b6... reg-cold 8/29/2022 - 19:37:45
3 7 8 50  Ssality Threat 82 2600:1f18:65... reg-cold 8/29/2022 - 19:35:13
© UP28% FROM LAST WEEK 43 CVE-2014-01. Vulnerability 64 10202206 test_collect. 8/29/2022 - 19:29:57
50  Ssality Threat 100 2a03:cfc0:800... regtesté 8/29/2022 - 19:25:55

For more on this, see the article for The Dashboard.

Q. How do | find network assets associated with a CVE/vulnerability?

A. First, do a query or search for the element/network asset using the Associated
Risks filter.


https://support.lookingglasscyber.com/en/articles/6223176-scoutprime-managing-reports#h_5a5bda7b8b
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Associated Ri... W Q A C

All

C Map Collection Management Element Details

Reverse Whois

IR ——
: Associated Risks

LR NN R ERNNNRRRRNNRRRN)

The results page will list any risks for the network element you entered in your search.

SscoutPRIME Workspace Collection Health Collection Management Element Details Reports NEWTHREAT

AssociatedRi... v amazon.com Actions v Save Search

00f 200 selected
0 Tic 1009

Name Tic Source Classifications
Name Contains
Distributed CnC Nodes 80 ETPRO IP Reputation C2, Infrastructure
Owners v - .
Vulnerable Port 53 - Open Resolver 78 Shodan Vulnerability Inferred Vulnerable Service
Collections © Malware Command and Control Server 77 ETPRO Detailed IP Reputation C2, Infrastructure
Countries v Malware Command and Control Server 7 ETPRO IP Reputation C2,Infrastructure
Associated to Hash Ponyloader C2 74 LookingGlass Reputation c2
Vulnerable Port 69 - TFTP n Shodan Vulnerability Inferred Vulnerable Service
RISK
Vulnerable Product - Apache 2.2 7 Shodan Vulnerability Inferred Vulnerable Service
Classifications v
Vulnerable Product - libssh 0.6 7 Shodan Vulnerability Inferred Vulnerable Service
Sources v
Lokibot C2 69 LookingGlass Reputation c2
LOCATION @ Observed Malware Distribution 68 LookingGlass Malicious URLs Domain Watchlist, IP Watchlist, Malw...

You can narrow down your search results by using the Risk filter on the left panel of
the page. Choose Vulnerability.

RISK
|Classiﬁcations v
User-Generated Content Websites

‘ VPN ‘
Vulnerability
Vulnerability Scanner

‘ Vulnerable Service ‘
Watchlist

‘ Web Panel
Web Shell

White Hat

Finally, with the filter applied, scoutPRIME will load only vulnerabilities (if any) on the
results page.
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Associated Ri.. v amazon.com ] Actions
0of 20 selected
[ TIC 1008
Name Tic Source Classifications
Name Contains
CVE-2015-1635 54 Shodan Vulnerability
Owners v .
CVE-2017-7269 54 Shodan Vulnerability
EalLETD v CVE-2019-0708 54 Shodan Vulnerability
Countries v CVE-2020-0796 54 Shodan Vulnerability
Associated to Hash CVE-2020-11651 54 Shodan Vulnerability
CVE-2020-5902 54 Shodan Vulnerability
CVE-2021-26855 52 Shodan Vulnerability
Vulnerability X v
CVE-2021-34473 52 Shodan Vulnerability
Sources v
CVE-2021-34523 52 Shodan Vulnerability

These are the CVE/vulnerabilities associated with the network asset.

Q. How do | determine if any of those network assets associated with a
CVE are mine or in a collection | built?

A. When you click on a CVE/vulnerability listed on a search results page, its details
will display on the Element Details section. To determine if the vulnerability is in any

of your collections, click on Associated Collections.

scoutPRIME Workspace Collection Health gement Reports NEW THREAT

Elements (20316)  Element History VULNERABILITY CVE_2015_1635 Actions +

Filter Elements SortbyTICV

101.69.242.122
Source: Shod: TIC SCOR!
R 20316 O 0 e

’ 54 | +0 points

First Seen: 7/22/2022 - 2:

. days ago
Last Seen: 8/27/2022- 23: Elements Collections Last Activity since 8/22/2022
75.68.206.153
Source: Shodan
Tic Score: 98 SYSTEM INFORMATION ~

First Seen: 7/14/2022 - 0: JUMP TO:

Last Seen: 8/21/2022-9:

System Information
HTTPsys in Microsoft Windows 7 SP1, Windows Server 2008 R2 SP1, Windows 8, Windows 8.1, and Windows Server 2012

78.38.90.37 N X Vulnerability Properties
t " Remot

G Gold and R2 bitrary crafted HTTP requests, aka "HTTP: Code : : sl
Tic Score: 98 Execution Vulnerability” * Associated Collections
First Seen: 7/20/2022 - 9:53:52 o
Last Seen: 8/29/2022 - 19:11:35 CV5520:10

CVE-2015-1635
78.39.233.89
Source: Shodan
Tic Score: 98
First Seen: 4/25/2022 - 7:59:38 VULNERABILITY PROPERTIES (3) Edit A

Last Seen: 8/29/2022 - 10:20:58

25615141 Vulnerability Properties:
Source: Shodan
Tic Score: 97 Property TIC Score Vulnerabilities

First Seen: 4/10/2022 - 1¢
Last Seen: 8/29/2022 - 10:

Source: Shodan 79 2061

If the CVE/vulnerability is in a collection you built, the system will list it under the
Associated Collections section of the page.



vuwneragiy - CVE-2015-1635 Actions

TIC SCORE
20316 0 0 o ,
+0 points
Elements Collections Last Activity since 8/22/2022
SYSTEM INFORMATION ~

JUMP TO:

System Information
HTTPsys in Microsoft Windows 7 SP1, Windows Server 2008 R2 SP1, Windows 8, Windows 8.1, and Windows Server 2012
Gold and R2 allows remote attackers to execute arbitrary code via crafted HTTP requests, aka "HTTP.sys Remote Code

Execution Vulnerability." ’ Associated Collections

€V5520:10 Notes

Vulnerability Properties

CVE-2015-1635

VULNERABILITY PROPERTIES (3) Edit A

Vulnerability Properties:

Property TIC Score Vulnerabilities
Source: Shodan 79 2061
Classification: Vulnerability 50 2061
Criticality: CVE-2015-1635 50 1
ASSOCIATED COLLECTIONS -~

NOTES ViewAll A

Q. There are a lot of indicators in the platform, so for example, how do |
know which malware indicators are the ones delivering the
malware/attacking, and which indicators are the ones where someone
has been infected by malware?

A. There are “keywords” in the indicators and within the enrichment fields that
LookingGlass adds to the data sources scoutPRIME is aggregating and correlating.

These keywords indicate to the user which indicators, and their related 1oCs, are
“attacker infrastructure” vs. “victim/infected infrastructure.” By leveraging these
pieces of information, the scoutPRIME user can discern which indicators and loCs
should be used for network log correlation or deployment to a firewall vs. which
indicators and loCs should be used for incident response, vulnerability
management/patching, or target/victim notification.

Q. How do | extract all indicators or elements associated with a
specific threat?

A. To extract all indicators or elements from a collection, follow these steps:



1. Go to the collection you want to extract the elements from. The collection will
open in the Collection Management section.

2. Then, click Actions on the right side of the screen.

Workspace Collection Health Collection Management Element Details Reports NEW THREAT £
test collection Rules(16 Notes(o) ¢ Actions v
ASNO CIDRV40 CIDRV60 | FQDN11 ‘ IPV4 5 IPV60 OWNERO CURRENTTIC: 90
ELEMENT SEVERITY ALLELEMENTS COLLECTION TIC SCORE
100 —
v v v o
1 1 14 80 T
Critical Elevated Normal 60
40
RISKS (7) ALLRISKS 20
0
10/11/22 10112722 10/13/22 101422 10/16/22  10/16/22  10/17/22
O v Ov VAZ
Critical Elevated Normal

3. From the drop-down menu, click Export Associations.

e Actions v

INER O Edit

Run Collection Scorecard Report
e Add Nested Collection

Notifications

’

Export Associations qm

—— 8
13/22 10/14/22
View on Map

Delete

Associations will be downloaded to your system as a CSV file.

Q. | have an organization’s network footprint. How do | create a
collection to monitor it?



A. You can create collections with network elements that you import from your
workstation. Once the data is ingested, you can monitor the elements. In addition,
scoutPRIME provides TIC scores for the collection and what you've added to it.

To add your own data to a collection, follow these steps:

1. Create a new collection by clicking the plus sign on the top left side of the
Collections panel.

All Collections (37) v New COI Iection -
Sort by TICV

ASNO | CIDRV40 | C
New collection -Iteja ELEMENT SEVERITY
TIC Score: 100

v \
dave june28 3 1
TIC Score: 100 Critical Elev.
dave asdf asdf asdf
TIC Score: 100 RISKS (29)

2. Give your collection a Name, Description, Assign users (optional), then click Add.

Add Workspace Collection

Name *

Acme Inc.

Description

Chain supply in West Coast.]

Assign users to collection. Assignment can be used for ownership and tasking.

Search Users...

Cancel

3. Next, near the top of the collection name, click Rules.



Acme Inc. @ Notes (0)
Testing \

ASN2 | CIDRV463 | CIDRV613 | FQDN25 | IPv434 | IPV60 | OWNER2
ELEMENT SEVERITY ALLELEMENTS COLLECTION TIC SCORE
100
45~ 25v 69v %
Critical Elevated Normal 60
40
RISKS (18) ALLRISKS 203 N
0
10/18/22 10/19/22 10/2C
3v 8v /v
Critical Elevated Normal

4. On the Rules page, click Actions, then select Import from the drop-down menu.

A Acmelnc. > Rules

Rules Actions v
Clicking on an element will automatically add a rule to the collectior

Find Elements. b,

Filter rules. Collection Rules (50) Export All
[soentries

O Rrue TYPE ELEMENT

5. In the dialog box, click Select CSV to begin the importing process.

Import Include Rules (CSV)
Select CSVIN

Element Type Element Name

No Data To Show

Viewing 0 - 0 of O

Cancel

IMPORTANT: Your CSV file must have a header row with: element type ("Element
Type") and the element name ("Element Name"). The items should be separated by

commas.

Sample formatting:

Element Type, Element Name
asn,39981



cidrv4,10.1.0.0/24
fgdn,www.google.com
ipv4,17216.2541

6. After selecting the CSV file, the dialog box will display your data under the Element
Type and Element Name columns. Click Save to finish importing.

Import Include Rules (CSV)
Select CSVI

Element Type Element Name
fqdn
ipvd
ipv4
ipva
ipv4
fqdn
fadn

fadn

Viewing 1 - 50 of 102

Cancel

Q. How do | integrate scoutPRIME to a SIEM, SOAR, TIP, ticketing
system, firewall, IDS, or IPS?

A. Our support team can provide you with scripts you can utilize to integrate the
scoutPRIME API with third-party platforms, such as Splunk, Sentinel, etc. For more
information, send an email to: support@lookingglasscyber.com.

Q. How do | export data?

A. You can export elements or rules (e.g., DNS records, IP addresses, etc.) as well as
associations (threats and vulnerabilities) whenever you see the option to Export on a
page. See example below. When you choose to export data, it will typically be in CSV
or PDF format.
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4 203.119.217.103 ) DNS Records

DNS Records (5) Q Clear m

H-| TIc FQDN SOURCE LAST SEEN FIRST SEEN TvPE COUNT
§ 10 area.amdc.m.tao. Farsight 8/05/2022 - 14:54:35 9/02/2018 - 15:20:29 A 69734528
H 10 centeramdc.m.ta.. Farsight A
i o sasies e -
[m] 10 amdcaliexpress... Farsight 8/05/2022-1326:59  4/23/2019-2:56:43 A 111288
D 10 centernaé2.amd... Farsight 7/29/2022 - 16:29:53 8/21/2018 - 12:50:45 A 24261

For a workflow on how to export element details, click here.

Ask Us!

If you'd like to submit a question, send an email to:
support@lookingglasscyber.com. We'll get back to you as soon as possible.
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